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PRODUCT TRAINING 

COURSE: NIOS THREAT INSIGHT  
 

Course Description Deepen your knowledge of data exfiltration over DNS, its mechanics, and the pivotal role 
of Infoblox Threat Insight in safeguarding against this threat by effectively observing and 
analyzing potential data exfiltration attempts for comprehensive defense and mitigation 
strategies.  

Acquire the essential skills to configure Threat Insight features within a NIOS grid, 
including enabling Threat Analytics, configuring Threat Analytics settings, managing 
Mitigation Response Policy Zone (RPZ) entries, and effectively managing allowlist entries 
for a robust and proactive DNS security infrastructure. 

Target Audience This course is for team members who will be operating and administrating Threat Insight. 

Products Covered NIOS Threat Insight 

Duration 1 day 

Learning Style Lecture, demo, and hands-on labs 

Available Modalities Instructor-led, virtual instructor-led, on-demand 

Certification Exam None 

Prerequisites Attendees should have completed the NIOS DDI Administration course or have 
equivalent hands-on Infoblox experience. If you are new to security, consider the DNS 
Security Associate course for an introduction to DNS security and related networking 
topics. 

Included in Learning Sub Yes 

Course Content 

• Describing NIOS Threat Insight  • Data Exfiltration and NIOS 
Threat Insight   

• Managing NIOS Threat Insight 

 


